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Definition of criminal law, and crime and criminals

There is no straightforward, universal definition of crime, as ideas, perceptions and conceptions regarding what
constitutes criminal behaviour are constantly changing. To a certain extent, both crime and criminology are
uncertain, in the sense that one’s definition of crime is dependent upon one’s particular interests and particular
worldview. This becomes clearer when we discuss the various definitions put forward for crime.
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It can be said that there is no constant definition of crime. Each jurist has defined the crime differently according
to his or her views and opinions. Also, due to the varying nature of the content of crime, all efforts to define
crime with perfection have failed.
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_ According to Terence Morris, crime is not absolute like sin, that can be defined and have an existence beyond

the limits of what men may say and do. It is essentially a relative definition of behaviour that is constantly
undergoing change.
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_ According to Miller, crime is “to be the commission or omission of an act which the law forbids or
commands under pain of a punishment to be imposed by the State by a proceeding in its own name.”
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_ According to Paul W. Tappen, crime is “an intentional act or omission in the violation of criminal law,
without justification and sanctioned by the law as felony or misdemeanour.”
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The word Crime has not been defined in the algerienne Penal Code. In it’s broad sense, however, it may be

explained as an act of commission or omission which is harmful to the society in general. But not all acts tending
to prejudice the community are crime unless they are punishable under the law.
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Definition of penal law

Is the body of legal rules that determine crimes and types of punishment.
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Distinction between civil and criminal law

In terms of the concept of each of them Legia JS asgda & (e

Criminal law: It is a branch of public law that includes both the penal code, which is a set of legal rules that
define the crime and shows its prescribed punishment, and the criminal procedure code, which includes a set of
legal rules that indicate the procedures that must be followed from the time of its occurrence. Crime until the
perpetrator is punished.
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Civil Law: It is the origin of all branches of private law and includes a set of legal rules that determine the
relationships between people and their financial ties regardless of their professional categories. It is also the
general origin of any branch of private law, and it is referred to in the event that no private law regulates a
specific issue.
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The purpose of civil and criminal law Civil law (Saall & g3l g Alall & g3l e hagl)

Civil law aims to preserve a person’s rights and force the debtor to implement his obligation in kind or
compensate the creditor for any material or moral damage.

Criminal Law: Criminal law aims to protect law, order and society by achieving general deterrence to protect
the public interest and special deterrence for the perpetrator of the crime.

Dol e ) G gad o e 135 a3l 2 e cpaall Ll 5 adiil) B gia e alaall 1) aal) o sl Cangy 1 Saall () il
_wsujgau

sl g3 15 Al Aaloadl) Aband dlall g3 ) Biind S (e asimall 5 oLl 8D e () i) ¢ 8 g 1 ilind 5 500
ol Sl

Civil and penal law lawsuits (action) dsikiall s 4gaal) ¢ s al

The lawsuit filed before the civil courts is called the civil lawsuit, and it is filed by the interested party, and it is
required to file it that he has an existing interest in the lawsuit, even if it is potential, if what is required is to pay
a right that is due or prove a right for which there is fear that the evidence will disappear.
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Criminal Law: A criminal lawsuit is filed before the criminal courts based on a complaint by the injured party or
victim or a move by the public prosecutor or the Public Prosecution, and it is called a public action.
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Burden of proof <y s

In civil lawsuits, the burden of proof is on the plaintiff of the right or financial claim, and when he claims
fulfillment, it shifts to the defendant.
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As for criminal cases, the burden of proving the crime falls on the Public Prosecution, which is authorized to
collect evidence proving the commission of the act.
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Purpose of Criminal Law (kal) ¢ sl ¢ 43

The purpose of criminal law is to define acceptable expectations of behavior within a society. There are several
objectives to the creation and upholding of criminal law: preventing crime; protecting the public; punishing and
rehabilitating those who commit crimes; supporting those who have been victimized by crime; and, on a larger
scale, defining the moral code of society and dictating what is considered proper or correct behavior. Countries
can provide citizens with order and stability through an established set of criminal laws. Knowledge of criminal
law can guide the choices of those governed by it.
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The most visible point of criminal law is to prevent crime and protect the public. The Criminal Code details
actions that can harm others physically, financially, or personally. Through the criminal justice system,
unwanted behaviors can be identified and punished in an attempt to rehabilitate those who commit them and
deter others from becoming involved in criminal activity. Deterrence makes society a safer place in which to
live.
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Characteristics of Criminal Law

Generality

Generality of criminal law means that the criminal law of the country governs all persons within the country
regardless of their race, belief, sex, or creed. However, it is subject to certain exceptions brought about by
international agreement. Ambassadors, chiefs of states and other diplomatic officials are immune from the
application of penal laws when they are in the country where they are assigned.
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TERRITORIALITY
Territoriality means that the penal laws of the country have force and effect only within its territory. It cannot
penalize crimes committed outside the same. This is subject to certain exceptions brought about by international

agreements and practice. The territory of the country is not limited to the land where its sovereignty resides but
includes also its maritime and interior waters as well as its atmosphere.
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PROSPECTIVITY

Acts or omissions will only be subject to a penal law if they are committed after a penal law had already taken

effect. Vice-versa, this act or omission which has been committed before the effectivity of a penal law could not

be penalized by such penal law because penal laws operate only prospectively.
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Types of crimes (ail_adl £1si0)

Crimes are of three kinds g} &35 e 2 sl

1/ felonies <Lliall
2/ misdemeanour gial!
3/contraventions il
Penalties <k sée)/
Original penalties 4w cily gial)
1/ penalties for felonies <bliall 55 8al) <l gial)

The penalties incurred by natural persons for the commission of felonies are:
o bl S5 ) 8 () saagdal) (alai) Ly aSay 3l il i)

A/ death penalty alacy!

B/ imprisonment for life w3l (sl

C/ Temporary imprisonment for a period ranging from 5 to 30 years.2s 30 ) 5 (e < sall uall
2/ Of penalties for misdemeanour. geiall 5 8al) iy gial)

The penalties incurred by natural persons for the commission of misdemeanours are:

A/ Detention for a period exceeding two months to five years, except in cases where the law stipulates other
limits.

B/ A fine exceeding 20,000 DZD.

£2000.20 Jstai 3l 4al ),

3/ Of penalties for contraventions il 3 ) all ey gial)

Contraventions are crimes penalized with:« lale cilay Il 31 jall oo clallal)
AJ Detention for a period of at least one day to a maximum of two months.
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B/ The fine ranges from 2,000 DZD to 20,000 DZD.
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Additional penalties (sl iy giall)
1 - Legal confinement, 5@l jaall
2-Deprivation from exercising national, civil and family rights, 4litall g dsaall g4k 6ll (§ géall A jlas e Glasal)
3- Determine residence,sdy) yaas
4 - Prohibition of residence, &Y ;e aiall
5 - Partial confiscation of funds,d! s« 43 3all 3 sladll
6 - Temporary ban from practicing a profession or activity,blis s 4ige G jlae (ya < 5all aiall
7 - Closing the institution, i sall Gle
8 - Exclusion from public tenders, 4 seall clssiall (0 cLady)
9 - Prohibition of issuing checks and/or using payment cards, ¢adl cililay Jlesivl 5l /5 GISuEl) jlaca) (e laall
10 - Suspending, withdrawing or canceling the driving license while preventing the issuance of a new licence,
G dad ) Hhaaiul e aial) gl gal) sl ) dad ) i ol Bidas
11 - Withdrawal of passport, ¢ il 3l sa s
12-Publishing or commenting on a conviction or decisionailay) , 8 s aSa Galed 5l s

Penalties applicable to legal persons

1/Penalties for felonies and misdemeanours incurred by legal persons are:

__ A fine equal to one (01) to five (05) times the maximum fine prescribed for a natural person in the law that
punishes the crime.

A ) Clay (53 () $E) 8 el (ad il 5 ) i) Al jall 8T aall (e Sl e (05) Gsed ) (01) 33 (e (5 ka3 el ol
_Dissolution of the legal person.
gsirall padill da
Closing the institution or one of its branches for a period not exceeding 5 years.
il sia 5 et Y sael lee 5 8 Ga g 8 ) Augall Ble
_disqualification from public tenders for a period not exceeding 5 years.
i 5 55t Y Bael Age geall lidiall (e sLalY)

_Prohibition from engaging in one or more professional or social activities, directly or indirectly, permanently,
or for a period not exceeding 05 years.
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_Confiscation of the thing used in committing the crime or resulting from it.
Lo b ) Ay pall ASS ) 8 Jesiad (g 3) ¢ o) 5 y0baa
_Publish or comment on the conviction.
AV aSs bl o

_ Placement under judicial supervision for a maximum period of five years;
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2/ /Penalties for contraventions incurred by legal persons are:
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_ Afine equal to one (01) to five (05) times the maximum fine prescribed for a natural person in the law that
punishes the crime.

Al Cilay (53 ¢ Sl L aadall Gad il s ) jiall dal jall aBY) aall (e i ye (05) osed (Y (01) 3 (e sk Sl Al 2l
_ Confiscation of the thing used in committing the crime or resulting from it.
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Elements of the crime

A cardinal doctrine of English criminal law is this maxim: “an act does not itself constitute guilt unless the mind
is guilty”

This maxim draws attention to the two essential elements of a crime.
A/ the physical element (the actus reus). i.g The deed.
b/ the mental element ( the mens rea) i.g the condition of mind.
Al palie
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1/ physical element
(actus reus)

Actus reus refers not only to an ‘act’ in the usual sens of that term: it has a much wider meaning. it involves the
conduct of the accused person, its results and those surrounding circumstances which are included in the
definition of the offence. The actus reus comprises, therefore, all the elements of the definition of the offence,
save those which concern the condition of mind of the accused, should any element of the actus reus not be
present, then the offence has not been committed.

(=12 =)
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Proof of actus reus is essential: if this is impossible, then no crime has been committed by the accused person.

Where the actus reus of crime includes specific consequences of conduct, it must be shown that those
consequences have been caused by the accused. In general. X will not be held to have caused a particular event
unless it is possible to establish a sufficiently direct link between X’s conduct and that event.
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A/ forms of physical element

The physical element might be either complete, in which case the criminal offence is perfect, or incomplete, thus
constituting an attempt.

Also, the criminal offence might either committed by one person, or by two persons or more,in the latter case,
there exist a criminal participation.
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1. Attempts (E.s & i Aglaall)

Attempt is starting executing an apparent act leading to committing a crime, so if the committer was not able
to conclude the acts necessary for creating such crime due to reasons which his will is not related to, he
would be punished as follows, unless the law provides otherwise.
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An attempt to commit an offence is any act with “intent” to commit that offence, and forming part of a
‘series” of acts which would constitute its actual commission if it were not interrupted.

The act must, however, be immediately connected with the intended offence, so that it would have been an
actual “cause” of the offence.
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An attempt to commit a misdemeanor is not punishable except based on an explicit provision of the law.
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And Attempted conservations are not punishable at all.
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Plurality of crimes (ail sl aaa3)

If the same deed forms multiple crimes, the crime with a stricter penalty and the judgment inflicting that
penalty shall alone be considered.
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It is considered multiple crimes if several crimes are committed at the same time or at multiple times and are
not separated by a final conviction.
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2. Participation or complicity of several persons in one crime 4 a A (alddl sas daalua ol 48 L)
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In the case the criminal participation exist in a criminal offence there arises the criminal responsibility of the
participants.
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The following shall considered a crime perpetrator:
1 _aperson who commits the crime, alone or in complicity with others.
o ga sl oan sl Aa n Sy ) il

2_a person who joins in committing the crime, if it consists of several deeds and he premeditatedly does
one of the acts forming the crime.

L A Sl Jlae Y (g Sae Tase il Jlae ) (pe dan (g S S 131 ey o) S5 ) 3 Jaiy g Gl

However, if certain conditions concerning one of the doers exist to necessitate changing the description of
the crime or penalty in relation to him, their effect shall not extend to the other doers.

The same shall apply if the description change in terms of the crime doer’s intention or the manner he learns
of the crime.
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_According to the text of Article 42 of the Algerian Penal Code, "he is considered an accomplice to the
crime if he does not participate directly, but helps in every way or assists the perpetrator or perpetrators in
committing the preparatory, facilitating, or carrying out acts with his knowledge of this ".
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The ruling of an accomplice shall apply to someone who habitually provides a home, refuge, or meeting
place to one or more evildoers who practice banditry or violence against the security of the state or public
security, or against persons or property, while being aware of their criminal behavior.
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Degrees of participants
There are two degrees of participants: Principals and accessories.
oAl g cplia¥l oS AN 5 cpraabaall e cpe 53 Slla,
A/ Principals:

In common law, a person who is “present when a felony or a misdemeanor is committed may be considered
either as a principal in the first degree or a principal in the second degree.
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1/ A principal in the first degree:
Is person who actually performs or takes part in the execution of the felony, or misdemeanor.
Asiall S sl 385 8 ol Ly ol il 25 ) (addl) s

A person, however, who employs an innocent agent is liable as a principal in the first degree although he is
not actually present at the completion of the commitment, nor does anything with his own hands.
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Is one who is “present” at the commission of felony or a misdemeanor without taking any part in its actual
commission, aids and abets its commission.
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And where a person witnessing the commission of a crime, and offered no opposition to it through he was
expected to do that and had the power to do so, this might in some circumstances provide a strong evidence
to the court that he willfully encouraged and so aided and abetted the crime.
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2/ A Principal in the second degree:

If, there is a c common purpose, a principal in the second degree is equally responsible, although, without
his consent in the first degree, while carrying out that common purpose, does some act which varies the
agreed design only “ in circumstance of time or place or in the manner of execution”.
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Mental Element of crime

Mental Element of a crime generally refers to the state of mind of a person committing crime. It is often known
as ‘mens rea’ which means ‘guilty mind’, is the important factor for determining the crime and punishment of
accused.

il iny 53l 5 il 2l ady Ule i ya Ry pad) iS5y (50 (seadtl) Al ANl () o sae By pall il S0 puy
piall il 5 Ay jall daad g Jale sa 5 ¢"uidall,

The moral element is one of the most important elements of the offence, the criminal responsibility of which
cannot be attributed to the perpetrator without proof of his degree of psychological preparedness. the Criminal
Code does not pay more attention to the material effects of the conduct than to the gravity of the offender's
criminal intention, However, the moral nature of this element has made the task of proving it difficult. in
addition to the difficulty of distinguishing between its forms, that is, between intentional error and its forms on
the one hand, and unintentional error and its forms on the other hand. This difficulty has been made justified by
modern legislation to adopt simplified offences that do not require proof of this essential element of attribution
of responsibility. special offences, which require speedy adjudication, especially when it comes to offences of an
economic nature offence ", or on the pretext of petty offence, especially when it is by adapting a breach, which
in fact contravenes the fundamental principle of criminality, which is the" no crime without moral element "rule.
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Public action

Any infringement or violation of a rule of criminal law often results in two harms. The first is the special harm
that befell personally a member of society - the victim -, which gives the latter the right to demand compensation
through the conduct of a civil lawsuit with ancillary civil lawsuit that it arrives at the same time. With the public
lawsuit before the same criminal judge under one judgment.
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The public action is defined as the means by which the society is brought before the criminal court against the
perpetrator in order to claim the sanction, which is carried out by means of a set of precise and informative
procedures.
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This is what is stipulated in the provisions of Article 1 bis of the Code of Criminal Procedure, where it states:
“The public lawsuit to enforce penalties shall be initiated and conducted by the judiciary and the employees
entrusted to them in accordance with the requirements of the law.” Article 29 of the Algerian Code of Criminal
Procedure also affirmed: “The Public Prosecution shall initiate the public lawsuit in the name of society.” It
demands the application of the law and is represented before every judicial authority.”
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Characteristics of public action

The public lawsuit has many characteristics, including: b Laé b ja 5 (aibadll (e paalls dua el (5 e all Huals

The characteristic of Generality

The public action is of a public nature as it is the property of the community, and it is a right that is exercised by
the Public Prosecution with the aim of enforcing the law and imposing a penalty on everyone who committed,
participated to, or attempted to commit the crime and this is proven against him.
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The characteristic of non-transferability

The Public Prosecution is merely a representative of society. It does not exercise a personal right, but is in the
process of defending the right of society. It is absolutely not permissible for it, as a basic and original rule, to

abandon the public lawsuit after filing it and referring it to the judiciary.
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The characteristic of automaticity

The automaticity is that the Public Prosecution has the right, regardless of the position of the victim, to initiate a
public lawsuit and take appropriate measures as soon as it becomes aware of the news of the commission or
occurrence of the crime, even if the victim does not file a complaint as a general rule, except in the cases
mentioned exclusively and which Through it, the Algerian legislator restricted the public prosecution from filing
a public lawsuit.
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The characteristic of suitability

It means acknowledging to the Public Prosecution the discretionary authority to decide whether to file charges,
filling a public action, preserve the file, or take whatever measures it deems appropriate.
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Distinquishing a public lawsuit from a civil lawsuit

Both the public lawsuit and the civil lawsuit differ from each other in many points and axes, but despite this
difference, both lawsuits are linked by many points according to the following:
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Differences between public action and civil lawsuit

A public lawsuit differs from a civil lawsuit in many aspects, which we summarize as follows:
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In terms of parties:

The parties to the public lawsuit are limited to the Public Prosecution, primarily representing society and the
accused, with the possibility of including the civil person responsible for the accused, but they are two additional
and secondary parties, while the parties to the civil lawsuit are limited to the injured person, who is called the
victim or the civil party, and the accused. There may be another party, namely the person responsible. Regarding
civil rights, the thing to be noted is that the Public Prosecution is not a party to the civil lawsuit, whether it is
original or consequential, as a general rule, except in some exceptional cases of a civil nature, such as cases
related to family affairs
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In terms of subject

The subject of the public lawsuit is always related to the demand for the imposition of criminal punishment on
the accused as a result of the crime he committed, and the Public Prosecution is the competent person to request
this. The public lawsuit, in its nature, is related to public order, as the Public Prosecution does not have the right
to concede or reconcile with the accused regarding it. As for the civil lawsuit, its subject is It relates to the
request for financial compensation for the damages inflicted by the plaintiff on the defendant, as it is linked to
the private interest of the victim or victim, and therefore he has absolute freedom to waive it or reconcile it with
the defendant
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In terms of cause:

The cause for the criminal lawsuit is the harm that the accused caused to society as a result of his committing
criminal acts. The crime is a basic reason for the emergence of the public lawsuit. The reason for the emergence
of the civil lawsuit is the damage that befell the injured person. If the damage is eliminated, the civil lawsuit is
eliminated. This is in contrast to the public lawsuit that arises simply by violating the Criminal law, even if no
material harm was caused.
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In terms of the judge's role:

The judge in a public action is characterized by a positive role and enjoys more extensive powers, so he is not
bound by the Public Prosecution’s requests in his consideration of the case. He also does not abide by what the
primary investigation authority has reached in this regard, but in ancillary civil lawsuit, the judge is restricted
and is not able to go beyond what was asked of him.
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Similarities between the two lawsuits:

Despite the differences that exist between the public lawsuit and the civil lawsuit, there are links between both
lawsuits. If both lawsuits are filed before the criminal judge, the civil lawsuit will be subordinate to the public
lawsuit. It is not possible to separate the civil lawsuit if the public lawsuit has expired. However, if the lawsuit is
filed The civil lawsuit is separate from the public lawsuit as an original civil lawsuit before the civil judge
independently, while the public lawsuit is filed at the same time before the criminal court and there is a
connection between them in terms of the location of the lawsuit. The civil judge must suspend adjudication of
the civil lawsuit until the criminal judge decides on the public lawsuit. Pursuant to the penal principle, the civil
judge shall be suspended, and the civil judge shall abide by the ruling of the criminal judge regarding his
determination of compensation.
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The Public Prosecutor's Office

The Public Prosecution appeared as a result of the procedural systems abandoning the public prosecution system,
to become the legal representative of society and responsible for protecting its security and stability. With the
distinct nature of the work it carries out, a jurisprudential dispute arose over whether it practices judicial or
administrative work, Especially since its members are uniquely endowed with exceptional powers that judges do
not have, such as their subjection to gradual subordination and the inability to be dismissed.
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The Public Prosecution is a special judicial body entrusted with initiating and conducting public lawsuits before
the criminal judiciary with the aim of ensuring the proper application of laws, prosecuting those who violate
them before the courts, and implementing criminal rulings according to the text of Article 22 of the Algerian
Criminal Procedure Code.
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The Public Prosecutor's Office deals with crime as an aggression against the interests of society. It is one of the
parties to the Criminal proceedings, which is characterized by impartiality and objectivity. It also constitutes a
sure guarantee for the protection of human rights at all stages of the criminal prosecution process, Or after the
initiation of the public proceedings and the subsequent investigation proceedings leading to the trial stage and
the possibility of appealing all the orders of the investigating judge to the indictment chamber.
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Characteristics of the Public Prosecution.

The Public Prosecution is distinguished by a number of characteristics that distinguish it from other agencies in
the country. Its members are characterized by fixed characteristics that are specific to them and not to others, and
these characteristics are considered part of the system of indictment authority.

Indivisibility of prosecutors, gradual subordination, independence and irresponsibility.
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Indivisibility of prosecutors

The indivisibility of the members of the Public Prosecution means their unity, and the reason for this unity is the
unity of the one on whose behalf he is always the community. Its reason also lies in the relationship between the
members of the Public Prosecution in and of themselves because they are all considered agents of the Public
Prosecutor. We find that when a member of the Public Prosecution Office carries out his work, he always carries
it out in the name of the Public Prosecutor and in the name of society. This unit also explains that confronting the
growing and multi-form crime phenomenon necessarily requires adopting a unified and coordinated approach,
the implementation of which is ensured by a united authority.
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Gradual subordination

Gradual subordination means that the superior has authority over the subordinate to supervise and control him
from an administrative and technical standpoint, and members of the Public Prosecution, other than judge
judges, are subject to the system of gradual subordination, at the head of which is the Minister of Justice.
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Independence of the Public Prosecution

While the Public Prosecution is conducting a public action, its goal is to protect the interest of society and ensure
the proper application of the law. As a result, its performance of this function requires a kind of independence
from the rest of the other institution so that it is not affected while carrying out its duties by any direction
dictated by other parties.
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The irresponsibility of Public Prosecution’s

The Public Prosecution is not responsible for the actions it takes regarding the public action, and as a result, it is
not permissible for any accused person, if proven innocent, to ask the Public Prosecution for compensation for
the damage he suffered as a result of this accusation, because what it did falls within the powers that it She is
authorized by law.
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From the last years of the 20th century until today the world has started to change, transformed from a real world
to a virtual world, a world that can be controlled by machine or precisely by automated systems, for the purpose
of facilitating the daily life of humans and to develop and modernize society and, more importantly, access to
information and the exchange of information.

This transformation which is today called THE DIGITAL REVOLUTION
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Electronic crime is among the crimes created by the bad practice of the information technology revolution, and it
differs greatly from traditional crime, in its nature, content, scope, impact, types, means and tools, and even in
the privacy of its perpetrators. The factors of rapid urbanization and the desire to achieve quick wealth have
contributed. And the availability of opportunities to commit it in its spread, and the high number of its victims,
especially with the lack of means of control, the weakness of legal legislation, and the imposition of penalties to
curb this type of new crimes, which target individuals, data, and countries, as they represent the reality of
electronic colonialism in its ugliest form
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Electronic crime is considered one of the crimes whose names varied throughout the various time stages of its
development that were linked to information technology. Its names were initially given as crimes of computer
misuse, then computer crimes, then high-tech crimes, then internet crimes, and finally cybercrimes.
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Many research and scientific articles have attempted to give a definition of cybercrime, since national legislation
has not cared to give a definition for the latter. There are those who define cybercrime as “the intentional
commission of a socially harmful act or a dangerous act punishable by law” ; and it has been defined also as “A
crime in which computer data and information programs play a major role in its commission”

s3] iy i slacl i ol i gl a5 (5 ()5S i 5 iSOV g jall iy s slae ] palall Yl 5 Jlac W) (g paall il gl
sl ade ey ek Jed 5l Ao laia ) Aalll e s Judl dexiall S5 Y L) e Al ) dag sall G e clligh b Y]
IS ) 8 Lt 1553 il sheall gl 5 e sl Ll L anli ) g ) Ll SIS Ly 5o 55

Electronic crime can be defined as all forms of illegal and intentional behavior committed using a computer
connected to the Internet, which affects it or its contents, or the operations that are carried out through it, for the
purpose of causing harm to the victim or financial gain or other purposes by individuals with full knowledge of
technology and its secrets.
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Characteristics of cybercrime




Electronic crimes are the most important products and outcomes of the development of information technology.
They are linked to and based on it, and this is what has given it a special legal character that distinguishes it from
other traditional crimes, or those created with a set of characteristics, some of which may match the
characteristics of other categories of crimes.
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Cybercrime is a new crime

Scientific and technological progress in light of globalization has exceeded the state’s supervisory capabilities,
and has even weakened its ability to implement its laws in a way that threatens its security and safety. Therefore,
electronic crime is a new crime that produces many problems and major challenges for states to confront
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Method of committing cybercrime

The nature of electronic crimes emerges and appears more clearly in the method of committing them. If the
traditional crime requires a kind of muscular method, which is, for example, either in the form of taking off or
breaking and imitating keys, as is the case in the crime of theft, then electronic crime does not require any
muscular effort. Or bloodshed, but the perpetrator only needs a computer connected to the international
information network, along with the presence of a criminal who employs his expertise and intellectual abilities to
deal with the Internet to carry out various crimes such as espionage, embezzlement, or invasion of privacy
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Cooperation and collusion in harm.

Cooperation and collusion in harm is more frequent in information crimes than in other types of new, special, or
white-collar crimes.

These crimes are often committed by a specialist in electronic systems who handles the technical side of the
criminal project, and another person from the environment or outside the victimized institution to cover the
manipulation process and transfer financial gains to him.

Hackers into information systems and computers are accustomed to regularly exchanging information about
their activities
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Difficulty in detecting electronic crime.

Electronic crimes are mostly characterized by stealth and concealment, because the victim does not notice them
even though they may occur while he is on the network, because the perpetrator has high technical capabilities
that enable him to hide the traces of his crime with infinite precision.

Also, the method of carrying out the crime, which is often characterized by a technical nature that gives it a lot of
complexity, in addition to the reluctance of victims to report it if they discover it due to the victims’ fear of



losing their clients, as well as the possibility of destroying information that can be used as evidence of proof in a
shorter period of time. About one second
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Cybercrime is a cross-border crime

After the emergence of computer networks and their connection to each other through the World Wide Web,
there are no longer visible or tangible borders that stand in the way of transferring information across various
countries of the world. The ability of information networks to transfer large amounts of information at a time has
had a negative impact on these countries at the same time. ,

The ease of movement of information through modern technical systems has made it possible for a crime to be
committed in one place while its results and effects are achieved in other places. This is due to the fact that the
digital society does not recognize geographical borders. It is an open networked society that is not subject to any
borders.
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Characteristics of a cybercriminal

Traditional crimes may not be affected by the criminal’s academic level generally, but the matter is completely
different for the cybercriminal, who is usually someone with expertise and knowledge in the field of technology.
The cybercriminal is characterized by many characteristics, which are:
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The cybercriminal is knowledgeable, skilled and intelligent:

Knowledge means identifying all the circumstances surrounding the crime, the materials and its implementation,
the possibilities of its success, and the possibilities of its failure. Perpetrators usually prepare the way to commit
crimes by identifying all the circumstances surrounding them, to avoid unexpected matters that would control
and reveal their actions.

The cybercriminal also has a significant amount of skill in computer and Internet technologies, and some of the
perpetrators of these crimes are specialists in the field of automated data processing. Carrying out an Internet
crime requires a great deal of skill from the perpetrator, which he may acquire in the field of information
technology.
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The young age of the cybercriminal

The ages of cybercrime perpetrators range between 18 and 46 years, and the average age for them is 25 years.
This is an indication that the cybercriminal is young because the elderly are not accustomed to dealing with
computers, and the recentness of the massive information boom that the contemporary world is witnessing was a
factor in Crystallize this trait
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The cybercriminal is a recidivist criminal

The perpetrators of cybercrimes often return to committing other crimes in the field of information, out of a
desire to fill the gaps that led to them being identified and brought to court in the first place. This leads to them
committing the crime again, and they end up being exposed the second time and brought to justice.
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Types of cybercriminals

There are no friends in the virtual world, and ensuring the security of information and ensuring that one is not
exposed to responsibilities requires dealing with everyone as a source of danger, and it is not a matter of wasting
the idea of good faith or trust in others. It is the only guarantee of protection from sources of extreme danger that
may lead to responsibilities and losses that cannot be estimated or get over it.
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Various studies in this field have revealed the existence of seven types of cybercriminals, and the criminal
among them may be a mixture of more than one type. These types are represented in
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Pranksters ¢ss il

It includes people who commit electronic crimes for the purpose of entertainment and joking with others,
without intending to cause any harm to the victims. This type includes especially minor criminals.
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dial &Y Hackers

Hacker means young adults with a full knowledge of informatics and computers, who have a superior ability to
penetrate networks and navigate in the data world without any importance to barriers related to passwords or
code, but what distinguishes this type is that there is no intention or intent to destroy information or sabotage
computer systems and communication networks. And their goal is just to explore and look for what is new in this
fantasy world, the tendency to venture and challenge is rarely their forbidden actions dishonest.
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They are people whose goal is to inflict losses on victims without obtaining financial gain among their goals.
Many computer virus inventors and distributors fall into this category.
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They are the most common type among cybercriminals, as they commit cybercrimes that inflict losses on the
victims. The goal behind them is to find solutions to financial problems facing them, which they cannot solve by
traditional means, and often the victim is a financial institution.
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i kil 4= 3Extreme Advocates

This type includes terrorist or extremist groups, which in turn consist of a group of people who have social,
political, and religious beliefs and ideas and want to impose these beliefs, sometimes by resorting to criminal
activity. Their activity is generally based on using violence against people and property in order to draw
attention to what they call for it.

Lubaas ) Lelaia) ISE 5 Claiine agaal GalaSY) (e Ao sane e Ly s (5585 Al 5 i plaiall dpla Y cleleall g 5l 138 Gan Jiy
CalaiY) s Catall aladin) 8 ddle dduay aglalil 3K 5 o el oY) el I Ll ¢ sallly agilaiine ia b & s ) A
Al csea le (b oUalt cdl Jal e culliaal

O98B sall ¢y 34 saaliCareer Criminals

They are cybercriminals who seek to achieve material profits through illegal means, and their actions meet the
description of organized crime, or at least more than one actor is involved in carrying out the criminal activity.
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Lilia 09 #alall The Criminally Negligent
Which includes one of the most important problems related to computer misuse, which is the negligence that
results in the field of computers, as it often has serious consequences that may lead to the loss of life.
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Punishment of Theft Offence according to the Egyptian and Algerian Penal Law, an Evaluative Study
from an Islamic viewpoint

The crime of theft is one of the most important crimes of money, and the most widespread and dangerous,
especially in Algerian society, where this crime has become a real threat to individuals’ property, and sometimes

even causes harm to lives, as it is one of the cases in which court sessions are not empty daily unless one of them
is examined.

hs:\s;\)ja;ds.uu:\.ae)ﬂ\amzL\JLmL\Aé)S\)A.“M\éuﬂuyﬁ‘)#}\)ﬁm\u)ﬁbcd\y‘ﬁ\é\ﬁﬁk\w:ﬂﬂ\wﬁui
Sanls 9 Clis Y1 Ln sy pSlaal) il AT Y 2 DLl (o 3e3 31 21 g VL el (3l o Ul sl i eal i) ciSliea e
g,

Definition of theft

Theft is forcibly concealing or stealing someone else's money, meaning that the perpetrator takes what does not
belong to him without the consent of its owner, either secretly, that is, without his knowledge, or forcefully, that
is, with his knowledge, but by force, such as resorting to violence and threats.

However, if the owner of a thing, with his consent, hands over his property to someone, for the latter to do
something, for example, or after the latter exercises fraudulent maneuvers against him, and then (the latter)



seizes it, then we are not facing a theft, but rather a breach of trust. (in the first case) or fraud (in the second case)
if the rest of its legal conditions are met.
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The Penalty of Theft from the Viewpoint of Islam

Islam not only forbids theft, but it also prescribes a particular penalty for it so as to deter anybody from
attempting to commit this offence.
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The punishment Islam assigns for theft is cutting off the offender's hand on condition that he or she meets
definite stipulations. This punishment is called Hadd A-Sareq i.e. the penalty of the thief.

There is abundant evidence of the penalty of the thief as follows;
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I. Evidence from the Holy Qouran:

Allah, exalted be He, says: (And as for the male thief and the female thief, cut off ‘from the wrist joint' their
'right' hands as a recompense for that which they committed, a punishment by way of example from Allah. And
Allah is All- Powerful, All-Wise)
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I1. Evidence from Sunna:

Abu-Hureirah, may Allah please him, reported that the Prophet, peace and blessings of Allah upon him, said; "
Allah has cursed the thief; his hand is cut off for stealing a small thing (an egg for example) as it is for a big
thing (a rope for example)
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The Penalty of Theft from the Viewpoint of the Algerian Criminal Law

The Algerian penal law criminalizes theft and prescribes four penalties for theft offence. They are; detention,
fine, interim imprisonment and life imprisonment.
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Rule (350) of The Algerian penal law prescribes that: " Any person proved guilty of theft shall receive
detention from one to five years and fine from 100, 000 Algerian dinars to 500, 000 Algerian dinars ".
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Rule (351) (amended) prescribes that: "' Persons proved guilty of theft shall receive life imprisonment if those
persons, or one of them, carry concealed or unconcealed weapons even if the theft is committed by one of
them and there is no another aggravating factor ".
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Rule (353) (amended) states that: " Interim imprisonment from ten to twenty years and fine from 1000, 000
Algerian dinars to 2000, 000 Algerian dinars shall be imposed on any person proved guilty of committing
theft with at least one aggravating factor of the following;

-1f the theft is committed with violence or threatening to use it.
-1f the theft is committed at night.
-1f the theft is committed by two persons or more ... ".
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It is observed that the Algerian penal law follows suit of its Egyptian equivalent. Like the Egyptian penal law,
the Algerian legislation prescribes penalties of detention, interim (rigorous) imprisonment and life imprisonment.

However, the Algerian penal law differs from its Egyptian equivalent in that it prescribes the penalty of fine on
the part of the guilty.
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In spite of this, the Algerian penal law breaks the teachings of Islam. Islam imposes the penalty of hand-cut off
on the part of the thief. The Algerian penal law ignores this penalty too and imposes the penalty of imprisonment
which is ineffective in comparison with that is of Islam.
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It is also noticed that the previous rules are unconstitutional as they breach the codes of punishment the Algerian
constitution adopts. The Preamble of the 1989 Algerian constitution and the 1996 Algerian constitution and its
2016 amendments states that: "Algeria is the homeland of Islam”. Rule (10) in the 1996 Algerian constitution
and its 2016 amendments says: " It is not permissible for the authorities ... to break the codes of Islam".
According to these rules, Islam is the main source of the codes of punishment the Egyptian constitution
embraces. In the light of this, the Algerian Penal Law, including the before-mentioned rules - must abide by what
Islam states. Since these rules impose the penalties of detention and imprisonment on the thief's part, not hand-
cut off as it is decided by Islam, they break the constitution and thus they are unconstitutional.
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The Penalty of Theft from the Viewpoint of the Egyptian Criminal Law

The Egyptian penal law prescribes five penalties for theft offence. They are; detention, labor detention,
imprisonment, rigorous imprisonment and life imprisonment.
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Rule (315 A) prescribes the penalties of life and rigorous imprisonment saying, " Any person proved guilty of
theft in public places shall receive life or rigorous imprisonment ...".
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Rule (316) prescribes the penalty of rigorous imprisonment saying, " Rigorous imprisonment is imposed on night
theft that are committed by two persons or more and one of them at least carries a concealed or unconcealed
weapon".
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Rule (316) bis Second prescribes the penalty of imprisonment saying, " Imprisonment is imposed on theft
offences of wire and wireless telecommunication”.
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Rule (316) bis Third prescribes the penalty of detention saying, " Detention for a period that is not less than six
months and not more seven years is imposed on theft offences that are committed in means of transport ".
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Rule (317) prescribes the penalty of labor detention saying, " Labor detention is imposed on theft offences that
are committed in an inhabited house, a house prepared for inhabitance, its annexes or in any worshipping house
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It is noticed that the punishment of theft varies from case to case taking into consideration the different
circumstances of each case. This is to meet an essential principle which is the gradation of punishment.
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In spite of the importance of these penalties as in estimated punishment in reprimanding and censuring those
who are proved guilty of theft, they break what Islam decides as a punishment for this offence. Islam prescribes
that the thief's hand must be cut off if he proves guilty of stealing something which worth a quarter of a dinar and
more.
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It is also noticed that the previous Acts are unconstitutional as they breach the codes of punishment the Egyptian
constitution adopts. Act Two of the 2014 Egyptian constitution prescribes that: "Islam is the established religion
of the country ... and the principles of Islam are the main source of legislation". According to this Act, Islam is

the main source of the codes of punishment the Egyptian constitution embraces. In the light of this, the Egyptian



Penal Law, including the before-mentioned Acts - must abide by what Islam states. Since these Acts impose the
penalties of detention and imprisonment on the thief's part, not hand-cut off as it is decided by Islam, they break
the constitution and thus they are unconstitutional.

sl (e ) ¢y ) s o pemmall st Lol ) il ginll o 8 AT LY Ay i e Al () i) o L a5
oY) (8 ) 138 o sany " a1 amall b DY) (salas L L3N DU a8 LI il e 2014 alad (g aadl
AL (il ) G 8 Ly sl il siall (58 (8 I3 ¢ guim iy 5 pomall sl Loaniaty 21 il ginll () 5 i ) a0
) o8 LS ) Gl g 3Ll e Gaaall 5 Guanl A e (gm0l 581 03 ulS Lal g @Sy dgle (i La a5k G g ¢ SAN)
L siwd e oed Mlly ) siuall Callas Lgld,

Furthermore, the penalties of detention and imprisonment are not as effective, repressive and deterrent as the
penalty of having the thief's hand cut off.
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No doubt that the punishment Islam imposes for this crime is the best way to guard the society from the dangers
of crime because of the following;
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First; it has the ability to restrain the wrongdoer from returning to the world of crime whereas the punishment
imposed by the secular law proved to be ineffective to realize this target.
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Second; it rehabilitates the wrongdoer and strengthens his weaknesses to be a good citizen whereas the
punishment imposed by the secular law is likely to increase the tendency to delinquency especially when the
offender is mixed with other criminals in prison.
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Third; it deters others from entering the world of crime whereas the secular penal legislations fail to accomplish
this purpose.
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