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The cybercrime

“Cybercrime” has been used to describe a wide range of offences, including offences
against computer data and systems (such as “hacking”), computer-related forgery and fraud
(such as “phishing”), content offences, and copyright offences (such as the dissemination of
pirated content).

It has evolved from the cyber-vandals to a range of profit-making criminal enterprises in a
remarkably short time. Of course, criminals, like everyone else with access and use of the
Internet for communication and information gathering, and this has facilitated a number of
traditional organized crime activities. But the growing importance of the Internet and our
collective dependence on it has also created a number of new criminal opportunities. As the
electronic hacking, transmitting contraband across borders through the Internet.

Cybercrime, or computer-oriented crime, is a crime that involves a computer and a network.
The computer may have been used in the commission of a crime, or it may be the target.
Cybercrime may threaten a person, company or a nation's security and financial health. There
are many privacy concerns surrounding cybercrime when confidential information is
intercepted or disclosed, lawfully or otherwise. Internationally, both governmental and non-
state actors engage in cybercrimes, including espionage, financial theft, and other cross-
border crimes. Cybercrimes crossing international borders and involving the actions of at
least one nation-state is sometimes referred to as cyberwarfare.

A report published in 2018, by Center for Strategic and International Studies (CSIS),
concludes that close to $600 billion, nearly one percent of global gross product, is lost to
cybercrime each year.

Diffusion of cybercrime:

The broad diffusion of cybercriminal activities is an issue in computer crimes detection and
prosecution. Hacking has become less complex as hacking communities have greatly
diffused their knowledge through the Internet. Blogs and communities have hugely
contributed to information sharing: beginners could benefit from older hackers' knowledge
and advice. Furthermore, hacking is cheaper than ever: before the computing era, in order to
spam or scam one needed a dedicated server, skills in server management, network

configuration, and maintenance, knowledge of Internet service provider standards, etc. By


https://en.wikipedia.org/wiki/Center_for_Strategic_and_International_Studies
https://en.wikipedia.org/wiki/Cloud_computing

comparison, a mail software-as-a-service is a scalable, inexpensive, bulk, and transactional
e-mail-sending service for marketing purposes and could be easily set up for_spam.
computing could be helpful for a cybercriminal as a way to leverage his or her attack, in
terms of brute-forcing a password, improving the reach of a botnet, or facilitating a

spamming campaign.
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The International Criminal Court

The International Criminal Court (ICC or ICCt) is an international tribunal that sits
in The Hague, Netherlands. The ICC is the first and only permanent international court
with jurisdiction to prosecute individuals for the international crimes of genocide, crimes
against humanity, war crimes and the crime of aggression. It is intended to complement
existing national judicial systems, and it may, therefore, exercise its jurisdiction only when
national courts are unwilling or unable to prosecute criminals. The ICC lacks universal
territorial jurisdiction and may only investigate and prosecute crimes committed within
member states, crimes committed by nationals of member states, or crimes in situations
referred to the Court by the United Nations Security Council.

The ICC began operations on 1 July 2002, upon the entry into force of the Rome Statute,
a multilateral treaty that serves as the court's foundational and governing document. States
which become party to the Rome Statute become members of the ICC, serving on the
Assembly of States Parties, which administers the court. As of December 2020, there are 123
ICC member states; 42 states have neither signed nor become parties to the Rome Statute.

The ICC has four principal organs: the Presidency, the Judicial Divisions, the Office of the
Prosecutor and the Registry. The President is the most senior judge chosen by his or her
peers in the Judicial Division, which hears cases before the Court. The Office of the
Prosecutor is headed by the Prosecutor who investigates crimes and initiates criminal
proceedings before the Judicial Division. The Registry is headed by the Registrar and is
charged with managing all the administrative functions of the ICC, including the
headquarters, detention unit, and public defense office.

Following the Second World War, the allied powers established two ad hoc tribunals to
prosecute Axis leaders accused of war crimes. The International Military Tribunal, which sat
in Nuremberg, prosecuted German leaders while the International Military Tribunal for the
Far Eastin Tokyo prosecuted Japanese leaders. In 1948 the United Nations General
Assembly first recognised the need for a permanent international court to deal with atrocities
of the kind prosecuted after the Second World War. At the request of the General Assembly,
the International Law Commission (ILC) drafted two statutes by the early 1950s but these
were shelved during the Cold War, which made the establishment of an international
criminal court politically unrealistic.
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Juvenile justice

Juvenile justice As stated through out the Guidance, juvenile justice (or children’s justice, as
it is sometimes referred to) is a general term used to describe the policies, strategies, laws,
procedures and practices applied to children over the minimum age of criminal responsibility
who have come into conflict with the law. the term ‘juvenile justice’ needs to be
distinguished from the broader concept of ‘justice for children’, which covers children in
conflict with the law (i.e. alleged as, accused of, or recognised as having infringed the penal
law), children who are victims or witnesses of crime, and children who may be in contact
with the justice system for other reasons such as custody, protection or inheritance. Albeit
there is no generally accepted definition of the term ‘juvenile’, it is often used to signify a
child who is over the minimum age of criminal responsibility and is alleged to, accused of,
or convicted of a criminal offence. The United Nations Rules for the Protection of Juveniles
Deprived of their Liberty (the ‘Havana Rules’) simply define a juvenile as ‘every person
under the age of 18.” The United Nations Standard Minimum Rules for the Administration of
Juvenile Justice (Beijing Rules) provide the following definition: ‘A juvenile is a child or
young person who under the respective legal system may be dealt with for an offence in a
manner which is different from an adult’. The Committee on the Rights of the Child (CRC)
avoids the use of the term juvenile, referring instead to “children in conflict with the law.

The 1985 Beijing Rules and The Riyadh Guidelines established basic actions to prevent
children and young people from engaging in criminal activities, as well as to protect the
human rights of youth already found to have broken the law. In 1989, the focus on
safeguarding the human rights of children and young people was strengthened by the



Convention on the Rights of the Child (CRC), which entered into force in 1990. In 1995, the
United Nations adopted the World Programme of Action for Youth (WPAY), providing a
policy framework and practical guidelines for national action and international support to
improve the situation of young people.

Through the WPAY, the United Nations puts forth policy actions specifically tailored
to young people between 15 and 24 years of age. The World Programme of Action for Youth
aims at fostering conditions and mechanisms to promote improved well-being and
livelihoods among young people. As such, it requires that Governments take effective action
against violations of all human rights and fundamental freedoms and promote non-
discrimination, tolerance and respect for diversity as well as religious and ethical values. The
WPAY focuses on 15 priority areas, among which is juvenile delinquency. Under that
priority area, it details proposals for action towards preventing juvenile delinquency and
rehabilitating young people who have engaged in criminal activity.

The primary goals of the juvenile justice system, in addition to maintaining public
safety, are skill development, habilitation, rehabilitation, addressing treatment needs, and
successful reintegration of youth into the community. The juvenile justice system takes a
significantly more restorative approach than the adult criminal justice system. A truly
successful case for youth would result in the adolescent learning from the experience without
exposure to the severity of an adult prison, altering their decisions and life course moving
forward, and having no future contact with the juvenile or criminal justice systems.
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Criminal proof

The law of criminal evidence governs how parties, judges, and juries offer and then
evaluate the various forms of proof at trial. In some ways, evidence is an extension of civil
and criminal procedure. Generally, evidence law establishes a group of limitations that courts
enforce against attorneys in an attempt to control the various events that the trial process
presents in an adversarial setting.

There are many arguments in favor of evidence law. Here are five of the most common ones:

To ameliorate pervasive mistrust of juries

To further legal or social policies relating to a matter being litigated
To further substantive policies unrelated to the matter in suit

To create conditions to receive the most accurate facts in trials

To manage the scope and duration of trials.

abrwbnE

The outcome of many criminal law cases will depend upon the strength and
admissibility of evidence -- including physical proof, scientific evidence, and witness
testimony. Criminal evidence law can be complex, but we will evoke the sense of the
different rules and concepts surrounding evidence, as admissibility, witness testimony, the
use of scientific evidence in court......etc

Admissible Evidence

In order to be admitted at court, Evidence must be relevant, material, and competent. To be
relevant evidence must reasonably help prove or disprove some fact. The degree to which
this evidence increases or decreases the likelihood of the fact for which it was introduced
will influence the weight it is given by the judge or jury. Evidence is material if it is offered
to prove a fact in dispute and it is competent if it falls within certain standards of reliability.

Suppressed Evidence

Evidence that might otherwise be admitted in a criminal case can be suppressed when it has
been illegally obtained. Evidence produced as a result of an unlawful search and seizure, , or
evidence for which the chain of custody is broken may all be suppressed. Any evidence
produced as the result of these flawed circumstances may also be suppressed.”" Evidence that
would normally be suppress-able may still be admitted where it would have inevitably been


https://www.findlaw.com/criminal/criminal-procedure/criminal-procedure-faq.html

discovered, the officer was acting on good faith, or when an independent source would have
produced the same evidence.

Scientific and Forensic Evidence

There are many kinds of scientific evidence admitted to criminal courts including
fingerprints, fiber analysis, DNA and other evidence. Any scientific evidence produced at
trail must first be shown to be established within the scientific community and generally
accepted as true before it can be asserted at trial. Fingerprint and DNA matching are
reasonably well-understood, but there are times when less established kinds of scientific
evidence are introduced. When necessary a hearing on the validity of a scientific theory takes
place prior to the trial on the merits of the principal case.
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Juvenile Delinquency

Juvenile delinquency, also known as juvenile offending, is the act of participating in
unlawful behavior as a minor or individual younger than the statutory age of majority.

Or it’s aterm used to describe illegal actions by a minor. This term is broad in range and can
include everything from minor violations like skipping school to more severe crimes such as
burglary and violent actions.

Understanding why a minor commits a crime is essential to preventing future crimes from
happening. Addressing the issues that has led to the choices that the minor child has made
can help them change their actions in the future.

By addressing many of these issues at an early age, adults may be able to stop juvenile
delinquency from starting. If delinquency has already occurred, addressing these issues and
building protective barriers may allow the child to develop in a more secure environment and
avoid problems in the future as well as when they are adults.

Leading Contributing Factors To Juvenile Delinquency:

Poor School Attendance: it is one of the top factors contributing to delinquency. School is
not only a place to learn and grow; it is also a structured routine that provides children with a
goal to accomplish each day.

Children who are not encouraged to learn this type of routine are losing out on establishing
good habits. They are also experiencing a lot of free time that can be used to “learn” about
other things that will not enhance their lives or their futures.

Poor Educational Standards : The type of school that a child attends may also contribute to
their delinquency. Overcrowded and underfunded schools tend to lack discipline and order.
The chaos often experienced in these schools lead children to act more defensively.

Parental involvement in school work and school activities has been found to be a very large
deterrent for delinquent activities.

Violence In The Home: One of the largest contributing factors to delinquency is violence in
the home Lashing out at others for the violence they experience at home is very common.
Teens subjected to violent actions, or those who witness it to others, are more likely to act.

Violence In Their Social Circles: If the neighborhood is in which a child lives is violent,
the children will have a tendency to be more prone to delinquency.

In many ceses, when you remove the child from this type of situation, their tendency for
delinquent actions is removed.



Socioeconomic Factors : Juvenile delinquency is more common in poorer neighborhoods.
While all neighborhoods are not exempt from delinquent activities, it is believed they happen
more in areas where children feel they must commit crimes to prosper.

Theft and similar crimes may actually be a result of necessity and not that of just a petty
crime.

Lack Of Moral Guidance: Parental or adult influence is the most important factor in
deterring delinquency. When a parent or other adult interacts with the child and shows them
what is acceptable behavior and what is considered wrong, the child is more likely to act in a
way that is not delinquent.

It is very important for a child to have a bond with a good adult who will influence their
actions and show them the difference between what is right and what is wrong.
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Penal Reform

The Algerian constitution states that anyone charged with a crime is presumed
innocent until proven guilty. It also recognizes the right of the accused to a lawyer and
guarantees the right to defense in penal matters. However, the right to a fair trial is frequently
undermined by the use of confessions under duress to produce convictions. Detainees
suspected of serious crimes are routinely denied access to a lawyer, often held
incommunicado, and prevented from contacting family members— all in violation of the
penal code.

Preventive detention is still widely practiced. The code of penal procedures empowers
authorities to detain a suspect for up 48 hours before arraignment by an examining
magistrate.

Poor conditions prevail in Algeria’s prisons : Most of the prisons were built during the
French colonial period and are in a state of dilapidation, with lack of space and inadequate
premises. Prisons are overcrowded because imprisonment is the main sentence used and very
few alternatives are available. Although Algeria is one of the rare countries in the region
with a permanent school for its prison staff, the training curriculum and the methods used
require a thorough review and modernization.

Algeria has taken steps to amend its laws and penal code to place them in conformity with
international human rights conventions. It has not carried out capital punishment since 1994
and has indicated its intention to eliminate the death penalty. In October 2004, the
government passed a new Penal Code legislation criminalizing torture for the first time. On
request of the Algerian government, Penal Reform International (PRI), an international
NGO, began to work in the country in January 2002. The government asked PRI for support
in its forthcoming justice reform process, including the penal and prison systems. A common
project was swiftly drawn up based on the needs and priorities identified by the Algerian
General Prison and Rehabilitation Direction (AGPRD). PRI’s work comprises three main
parts: prison staff training (for prison directors, technical professionals, such as doctors,
psychologists, social workers and staff working not only but mainly with juvenile
delinquents) and training of trainers programs to strengthen the Algerian prison staff training
Institutions. training of magistrates and the promotion of alternatives to custody, and three:
facilitating detainee rehabilitation through the development of classes and vocational and
skills-training workshops inside the prisons.

Since 2002, the following procedures to improve and modernize the penal and prison system
have been created through the assistance of PRI:

* the central prison administration has been reorganized;

* requirements for the selection of prison staff, especially in terms of education, have been
raised,;



* the duration of initial training has been extended;

« rehabilitation has been officially introduced in the initial prison staff training curriculum;

* a large campaign of prison staff recruitment has been launched, with its emphasis on
specific categories such as psychologists, doctors, social workers, and sports trainers;

* agreements have been signed with various ministries to improve the quality of services for
prisoners, such as education ¢ partnerships with national NGOs have been initiated

* a new Prison Code confirming a complete change of approach and real and fundamental
progress towards better respect for prisoner’s rights has been adopted.

Legal terms :

Penal reform el Y
Constitution states sl Galy
Proven guilty aalay) Ll

the right of the accused to a lawyer

alae AilxinY) 8 agiall 32

the right to defense in penal matters

Aaliall Jiludl) J glaall 3

The right to a fair trial

Aile AaSlae 3 3l

Duress o) Y
Convictions iy
Detainees suspected A Aiiiall (5 Hadiaal)
access to a lawyer alaay il
Violation of the penal code s siall oy il gl ol Aalla
Preventive detention Bbiay] Gaaall
The code of penal procedures a0 all Glel jal) o 48
Authorities Uall)
to detain a suspect 4 4iiall jas
An examining magistrate Gataill
Suspected terrorists and subversives g Al G a yaall 5 st Y
prison staff O sl il g

International human rights conventions

Sy 5 sia) A gl sy

carriy out capital punishment

plac ) 4 e 1ai

Elimination of death penalty

Penal Code legislation criminalizing torture

daill o o Gl i (518 o




Penal Reform International A sall sl #SlaY)
an international NGO, Al ga A S e dddaia
justice reform process (Alasdl #3al jle ) Cllee
Penal and prison systems O sl 5 ilal) dada)
Algerian General Prison and Rehabilitation eVl salel 5 & saiall dalall 45 yaall
Direction (AGPRD)

prison staff training O sl il ga (i
Magistrate training 3Lzadl) (3
the promotion of alternatives to custody oeall Jilay 48 53
facilitating detainee rehabilitation Cs sl zlal sale ] Jagas
the central prison administration Ol 4338 5all 35109
Procedures Slel Y
requirements for the selection of prison staff O sl Ak ge o185 Clallie
Agreements ClEL)
national NGOs i S Hual) Ciladaiall
Prison Code O sl oy o3l
prisoner’s rights Omabuad) (§58a
has been adopted (salaie ] ) 4 A

i FolaY)

G Ll (o jing LS il i) Ale ) e n OS5 5) it S By 2 41 o (55050l sinall aly
o Gl L sy L sale 4dl e dpiliad) Jilual) o) Llzadll 8 gl 3a 4) Cacay g calaay Dlainl) i agiall
A Agiiiall o dadiaall O LS Alad Aol e J geanll ol SV a5 Gl yie Y1 aladial YA (e Alalad) daSlal)
O WS s )il Al e J e Sladial¥) o Cua calaay Abiul agr e ¥ L sale 3 phadll 23 all &

(b giall ) A ISl JSla 138 5 cat sy JuaiV) (1

Jali B2l gy ailiall aa Slalull 430 jall Gle) o) 88 Saan 3 caol 5 IS ey SaliaY) Guaad) J) 3 Dl
LGaiadll ozl (o ke e AaSadll ) agdle il (8 Aol (pm )5 4l )

1 0 Jad) & gaad) (A Baileal) Al g Al

lguabi€l ) A8l LS ae 5 Lgiuia ae i aa Al 8 85 oo il jleniua) oL Lgalef oLl a3 G
) dshaiall 8 ALY Jsall e il adl O LeS (ALl s daliad) Jilad) o) 5 candiioall Jilu gl aal e @ sad) (Y
Gl g dxal yall I dediivall il coyoaill Cllee dala 1 A8l (paliall Adily duyne oo g0
G ae golaty alaad Jlad) Led gl Aald 5 Leini) 8 Jadad Jlaw (& Gl ghad Gidad 8 i) ) O e (Jaldl)
s cale V) dygie o el b L 5 e culel LS ¢ 1994 ale die alacY) dygie 25 ol 3 (V) G5 gia
lay 4 i el de Sall (e allayg e J5Y il a g Clisie (il a8 daSall G 50 2004 s




Culla Eum 2002 iila 8 il al) A lebee iy (PRI )(Adsal) (sl &3l ) sl e sSa ll dalaiall
(Ol Aakail g Aliall Aakas¥) 3 clld 3 Loy Allaall Al claSua¥l sl Jal e dadiiall (0 aeall 4 Sall

Dot A3 Jadiy 43l 5all JUal) ~Sa¥) dedaie Jard ( AGPRD

cOledtll cpiladWl g ceLhWl Jie fuwolead) Guilad¥ () sadd) S )U)MJ\ @L}a ERTIL v
i 50 3 Clnge Ay g8 g S jatl Cu ) el g cpadladl Slaal) e Ll Gulalall (pals gall g ¢ e Laial)
Al sl

A0 s A8 g 5Ll o
uj;.mj\ d;\dt_i\‘)\.@_d\éc &_\.JJ.J.IMJ:UJ.@_AJAL ul.mjjjem‘ }#dhwuﬂ;h&d\ CLAJ;\SJLQ;‘ d.q.@_..ﬁ_

:‘“—A:‘u:é ..S:.»Q - “* j"‘j:\:\g\ﬁd\hi"“

UM 2_1“)5‘)40” 3‘)\3‘2‘ (‘a.\u sale )

paladl) Jlae B Aald G sandl 8k ge Lid) cilllate (e a8 Il

LYy il Bae i

U:\;Lumﬂ &}‘}“ Q_LJJ.J.J\ cg_m ‘_é QMJ C\AJY\ sale | dlAJ\-

Onilad¥) Ll (iludil) Gailiad¥) Jie dalall clill e 58 5l ae sl 8 Cada g5 Alaa (33U) -
Al (e s e laiaY)

Gt caaladll Jia Cpabial) 32008 Gladdl) dae g5 Gl &l ) Gl Calife e ClLAEY) (o oall e a8 gl
Al sl Aae Sl pe ledaiall aa AS) AN

Cmabuall (3 sia o) iad sladl ol g adl) ) gdaill g 4 jlaall Jalil) J saill 2S5 3 G sanall dan ) 5318 Slaie |-

Master 2/ criminal law [ Text N°: 07 1

Electronic evidence and its authenticity in forensic evidence ( partl)

Computer and information technology crimes are varied and there are numerous ways
to perpetrate them, which makes it difficult for investigators to provide evidence of these
crimes. Legal authorities must search for new evidence from crime scenes, especially
perpetrators of the crime.

Cybercrimes are among the most serious criminal activity of the present day; they
threaten the progress that the world has reached using the Internet in all areas of life, and
they weaken confidence in its use as a quick, easy, and safe tool. It can be difficult to prove
when a cybercrime is committed, making it difficult for investigators to find evidence
through which the crime can be proven and its perpetrators can be convicted.



The field of computer forensics is still new, and challenging, and cybercrime requires
specialized technical expertise in order to search for evidence. It is very difficult for
investigators to prove these crimes because the evidence is quickly and easily erased. Delays
caused by the authorities’ lack of experience collecting cyber evidence, investigating, and
bringing suspects to trial may result in the loss of evidence.

Modern researches concerning the issues of electronic evidence in forensic science and
criminal procedure are devoted to such issues as the preservation of digital evidence and its
admissibility in the court, the role of electronic evidence in the detection and investigation of
cybercrimes, classification and evaluation of digital forensic tools, opportunities and
challenges for electronic evidence.

The challenges encountered are the nature of information technology crimes represented in
computers and the Internet, the procedures for proving them, the validity and integrity of the
electronic evidence, and the validity of the evidence extracted from the electronic tool in
criminal evidence. Electronic crimes have a special nature due to the gravity of their offense,
the enormity of their losses, their increasing numbers, and how easy it is to commit them.
There is also a problem related to the extent of the judge’s discretionary powers in assessing
the evidence extracted from electronic means.

Kinds of forensic evidence are many including physical or documentary, or eyewitness
testimony. Forensic electronic evidence is submitted to prove a crime occurred using a
computer and the Internet. This evidence is retrieved using information technology.
Electronic crimes are committed in a space that has no use for papers or hard copies, but
rather a virtual world related to computer technology and the Internet. This makes it easier
for a perpetrator to tamper with data and programs moments after committing a crime, thus
obliterating any evidence. This makes it difficult for investigators to collect proof.

Due to the great and rapid development of computer technology and the Internet, new types
of crime have emerged. Such crimes are diverse and criminals use various methods to
commit them. Then, due to the speed electronic crimes are committed, and the easy erasure
of their evidence, it has become difficult to obtain, identify, and classify evidence. This
makes it difficult for investigators to prove crimes were committed, and take the accused to
trial.

The general rule in criminal cases pending before the courts is that they may be proven by all
legally acceptable methods of evidence.

One result of the development in methods for collecting evidence may be impunity of the
perpetrators if evidence for the commission is not found.

Obtaining evidence from information technology systems raises many difficulties for
investigators for several reasons. Additionally, there is the ease of quickly erasing or
manipulating digital evidence. Before the introduction of digital technologies into
widespread use, forensic techniques, and methods were based on previous developments
based on the study of the material world. The authorities in charge of the investigation were
accustomed to evidence being tangible, but the virtual world is different, and the investigator
cannot apply traditional evidence procedures to crimes committed in that world. Rather,
investigators need specialized technical expertise and training to search for evidence, such as
examining hard drives and other electronic tools and systems.
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Elecronic Evidence and its authenticity in forensic evidence ( 2" part)

As defined by the Council of Europe, “electronic evidence” means any evidence
obtained from data contained in or created by any device, the operation of which depends on
software or data stored or transmitted through a computer system or network.

In scientific sources, this definition is considered in a similar way. In a broad sense,
electronic evidence is any evidential information stored electronically on any type of
electronic device that can be used as evidence in a lawsuit.

The digital evidence is diverse and is rapidly improving. Electronic evidence varies in form
and type and may include raw data, monitoring systems across networks and servers, or
electronic documents and digital signatures, or audiovisual recordings or attachments stored
in e-mail.

It is required for forensic evidence to be accepted as evidence if it is obtained legally.
Investigators are required to collect evidence according to the policies and procedures set by
law. If these policies and procedures are violated during the inspection of computer systems
and evidence collection the inspection becomes null. It is not permissible to adhere to what is
not in the violated inspection record, and the court cannot rely on it in its ruling. There are
many legal trends concerning the validity of the electronic evidence. Opinions differ
regarding the evidence upon which a judge bases their conviction. These legal trends can be
divided into two main schools of thought: the free proof system, and the legal evidence
system.

Unrestricted evidence and free proof system gives the judge the freedom to accept the facts
presented without requiring them to rely on specific evidence when forming their
convictions. They are free to build their convictions on any evidence, even if it was not
stipulated. Besides, all evidence is equal for the legislator in the evidence, and the judge
determines what they consider to be valid. In the free proof system, there is no problem
regarding the legality of the existence of digital evidence, because the existence of the
evidence proves its legitimacy.

According to legal evidence system the judge’s role is confined to examining the evidence
and ensuring that the conditions set by law for the validity of the work are fulfilled.



Considering the issue of legitimacy of accessing digital evidence, it should be noted that the
possibility of obtaining electronic evidence raises several legal challenges due to the special
nature of such evidence. The source of the data, and the hardware that can be searched
related to collecting evidence that requires the assistance of technical experts in this field, are
just some of the challenges that arise when handling digital evidence.

The strength of the inferential authenticity of the outputs obtained from computer and
information technology lies in the truthfulness of the attribution of the act to a specific
person or its lie, or the value of the output generated from the computer in its multiple forms
of electronic or paper outputs.

Specialists may encounter, when gathering evidence and after confirming its legitimacy, and
the legitimacy of the procedure of obtaining it, other difficulties. These challenges are
largely due to the technical nature of the electronic data, and from interference with the
evidence. Non-specialists do not always have the ability to detect tampering, which affects
the validity of the electronic data to the degree of certainty, and its adoption as forensic
evidence in establishing the facts and reaching a conviction or innocence. Among the most
prominent of these difficulties are the following:

Difficulties regarding the validity of digital evidence allowed before the courts are
numerous. First, digital evidence can be manipulated to hide the truth, so it does not reflect
the reality of the crime being investigated. This manipulation may affect in all other digital
evidence presented before the judiciary, and it weakens its authenticity and taking it with
certainty. The possibility of technical errors while obtaining the digital evidence is very rare,
but it weakens the perception of the authenticity of the digital evidence. Making decisions
using evidence whose validity is less than that usually required calls into question the
validity of a court decision.
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Master 2/ criminal law [ Text N°: 09 ]

Information Security in The Algerian Law ( part 1)

Information security means to provide protection for information from the risks that threaten
it, or the barrier that prevents its misuse, by providing tools, means, standards and measures
taken to prevent information from reaching the hands of unauthorized persons through
communications, and to ensure its authenticity and validity.

-Information Security in the Penal Code: The Algerian legislator rectified the legal
vacuum in the field of combating cybercrime achieving information security, especially
cyber crimes under Law 15-04 containing the amendment of the Penal Code, according to
which some acts related to automatic data processing are criminalized, and these actions are
as follow:

1-The crime of unauthorized entry: This crime is based on unauthorized access to the
information system; It has been indicated by article 394 bis of the Algerian Penal Code,
where the penalty is: imprisonment from 3 months to a year, and a fine from 50,000 to
100,000 DZA, Anyone who fraudulently enters or remains in all or part of the automated
data processing system or tries to do so, and the penalty is doubled if that results in the
deletion or change the system’s data or sabotage the system’s works system.

2-The crime of information fraud: Involves "manipulating” the data contained in the data
processing system, It is limited to acts of insertion, deletion, and modification, by entering
new incorrect data or amending the last existing one list; where the legislator decided for her
the penalty of imprisonment and a fine with the possibility of doubling the penalty.

3- The crime of data seizure: This crime is the most prevalent in the hypothetical world, as
it involves designing, researching, gathering, providing, publishing, or trading in data stored,
sent or processed by an information system, Or the possession, creation, publication, or use
of data obtained from one of the crimes stipulated in Section seven of the Algerian Penal
Code, for any purpose whatsoever. And the perpetrator is punished with imprisonment from
two months to 03 years and a fine of 1,000,000 to 5,000,000 DZD.

4-The Crime of vandalism and destruction of Data: The Algerian legislator defined it as:
"Whoever enters by Cheat Data in the automatic processing system or Cheat removing or
modifying the data contained in Section 05 of the Penal Code". It has approved the penalty
of imprisonment and a fine for those who commit it.

5- Crimes related to Internet activities: Stipulated in the articles of Section seven bis of the
Algerian Penal Code, especially Article 394 bis 2/2: "Acts of possession, disclosure and
publication that occur on automatic data, with the aim of unfair competition, espionage,
terrorism, incitement to immorality, and all unlawful acts". (This is a broad term that could
include any business within the scope of this type of cybercrime). The penalty for this is:
Imprisonment and a fine in addition to a complementary penalty, which is: Closing down



sites are the subject of these crimes. And the confiscation of the devices, programs and
means used, with an increased penalty if the crime targets national defense or the bodies and

Institutions subject to public law.

Moreover ; The Algerian legislature has decided to protect people from infringing on the
sanctity of their private lives, by capturing, recording or transmitting private or secret calls or
conversations, or pictures in a private place without the permission or consent of the owner.
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Information Security in The Algerian Law ( part 2)

B) Information Security in the Criminal Procedures Law:

The Algerian legislator, through Article 37 of the Code of Criminal Procedures, has given
local jurisdiction to the Procurator of the Republic in information crimes, stipulated the
inspection in Article 45, And on arrest for consideration In the crime infringing processing
systems in the text of Article 51, paragraph 06 thereof, and the interception of
correspondence, recording of votes and taking pictures in Article 65 bis 05 to 65 bis 10, as
for the investigation and trial procedures, the same procedures of the traditional crime shall
be applied to it.



C -information security in special laws: Due to the extension of the threat of cybercrime in
all areas of life, it was necessary to stipulate it even in special laws, including:

1- Industrial property laws: The legislator has touched on the regulation of trademark
provisions in Ordinance No° 03-06 related to trademarks, by registering the program under a
trademark name for it, but the matter is related to the protection of the name only without the
content and it is a protection that may be effective by simple and not complex copying. As
for computer information programs, the Algerian legislator explicitly excluded them from
the field of patent protection.

2- Literary property laws: With the remarkable development in the field of communication
in recent times, the means of transporting intellectual production in various forms have
developed with it. The Algerian legislature has expanded, through Order 97-10 amended and
supplemented by Order 03-05 of the list of protected literature, as it incorporated media
applications within the original works that were expressed in database works and computer
programs that enable managed to do a scientific activity, or any activity to obtain On a
special result of the information, that read with a machine. Penalties are also increased for
those who violate the rights of authors, especially authors of Informatics works.

C) Information Security in the Law on Combating Media and Communication
Technology Crimes: Law No. 09-04 was promulgated in Algeria, Includes rules for
prevention and control of crimes related to information and communication technology,
whereby it is permissible to monitor electronic information in terrorism-related matters in
violation of public order. This law aims to protect the automatic data processing systems
from crimes, and it also has a scope for investigation. Given the confidentiality of
communications, the seriousness of potential threats, and the importance of the protected
interests, the requirements of the protection of the public order or its requirements can
monitor electronic communications, collect and record their content, and carry out inspection
or seizure Within information systems.

Electronic communications can also be monitored to prevent acts described as crimes of
terrorism, sabotage, and crimes that affect the security of the state, or provide information
about a possible attack on an information system in a manner that threatens state institutions
or national defense. And for the public Prosecutor at the Algeriers Judicial Council is
authorized to grant judicial police officers a minimum period of 6 months, which can be
extended. This law stipulated in its third chapter the procedural rules own for the inspection
process in the field of crimes related to information and communication technologies in
accordance with applicable global standards, with the possibility of resorting to the
assistance of the competent foreign authorities in order to inspect the information systems
located abroad. As well as with holding data, preventing access to data on the content of the
offense, and saving traffic data according to Article 10 of Law 09-04. In addition to the
obligations of Internet service providers to prevent access to data contrary to public order,
which constitute a crime, by pulling their contents, and to establish technical arrangements to
prevent access to it according to Article 12 of Law 09-04. Chapter five of this law also
stipulates the establishment of a national commission for the prevention and control of
crimes related to information and communication technology, which will coordinate and
activate the prevention of media crimes and assist the judicial authorities and judicial police
services in their investigations regarding crimes, on media-related crimes according to
Article 14 of the same law. And the Algerian courts have jurisdiction if the crimes are
committed outside the Algerian territory, when the perpetrators are foreigners, and are



targeting state institutions, and international judicial assistance may be requested on the

condition that sovereignty is not violated.
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Challenges to international cooperation to fight transnational cybercrime

The ever growing use of computer and information communication technologies in the world
has opened up a range of new activities for crime to take place through electronic means on a
global scale, irrespective of national and transnational borders.

The effective combating , investigation and prosecution of such crimes require international
cooperation between countries, law inforcement agencies and instituttions backed by laws,
international relations, conventions, directives and recommendations culminating in a set of
international guidelines to fight cybercrime. Challenges to international cooperation and
establishing international guidelines to fight global cybercrime across borders are :

1 — lack of harmonization of national criminal laws reguarding to cybercrimes and the
difficulties to find a clear and a comprehensive definition of computer related crime ,
therehas been a great debate among experts regarding what constitutes a cybercrime.

Intent of different authors to be precise about the scope and use of particular definitions
means , however, that the use of these definitions out of their intended context often creates
inaccuracies, with a result that a universally agreed definition of computer crime has not
been achieved to date.

2-the extent of cybercrime : while it is possible to give an accurate description of computer
offences committed, it has prooved difficult to give an accurate overview of the extent of
losses and the actual number of cybercriminal acts. Crimes statistics do not represent the real
number of offences.

3- difficulties of locating and identifying perpetrators across borders : cybercrime is
infinitely more difficult to presecute than physical crimes.the nature of the internet with its
far- reaching links and easy anonymity , offers the opportunity for perperators to launch
attacks and disappear quickly. In addition of requiring cooperation between countries in
identifying perpetrators of serious offences of international scope, cooperation is also
required for all available resources including law enforcement,military and intelligence
agencies.

4-computer procedural problems : the legal world has been based on paper for so long that
adaptation to the digital era has processed slowly in relation to the digitization of the rest of
the business world, in the law few years courts have begun routinely to accept electronic
evidence, though always very carefully, frequently, discussions about electronic evidence
become a confrontation among forensic technologists. The replacement of visible and
coporeal objects of proof with invisible and intangible evidences in the field of information
technology not only creates practical problems but also opens up new legal issues; the



coercive powers of prosecuting authorities, specific problems with personal data and
admissibility of computer-generated evidence.

5-conflicts of jurisdiction :there are also a number of complex jurisdictional issues to
confront, given the multiplicity of countries potentially involved in a cybercrime. How can it
be determined in which country the crime was actually committed ? or who should have
jurisdiction to perscribe rules of conduct or of adjudication ?

summing up :

law inforcement tipically stops at the borders of nation states and must go through proper
leagal channels and procedures to receive assistance in pursuing cybercrime investigations
and prosecutions, it also becomes neceesary to seek the assistance aand support of agencies
such as interpol...ect.to not only help the invesigations and prosecution processes but also in
extradition of criminals from one jurisdiction to an other. These processes require a complex
of differnt skill levels for cybercrime investigations, forensic analyses, custody of the
evidence, prosecution and extradition within a country, between countries and agencies to be

efficient and effective.
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