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Text n°1

The Electronic Trade

The technological developments that have marked the current time are not

without throwing their impacts on multilateral trade activity. Several changes
are noted in contemporary business practices. The advent of electronic
intermediaries is undoubtedly the fact that marked the commercial practice of
the third millennium. This gave rise to what is called e-commerce. A
commercial genre that differs from traditional trade.
The electronic commerce or e-commerce is a term for any type of business, or
commercial transaction that involves the transfer of information across the
Internet. It covers a range of different types of businesses, retail sites, business
exchanges trading goods and services between corporation. It is currently one
of the most important aspects of the Internet.

E-commerce allows consumers to electronically exchange goods and
services with no barriers of time or distance. Electronic commerce has expanded
rapidly over the past five years and is predicted to continue at this rate, or even
accelerate. In the near future the boundaries between "conventional” and
"electronic” commerce will become increasingly blurred as more businesses
move sections of their operations into the Internet.

The Electronic signature

Technological development and the entry of electronic commerce in financial
transactions, is an urgent need to find a Safe and quick use in transaction
documentation Electronic. The traditional way can delay or hinder the
contracted between the parties, that is why electronic signature replaces the
Traditional signature. The digital signature is a mechanism for guaranteeing the
integrity of an electronic document and authenticate the author to document of

transaction that are made over the Internet, the Electronic signature ensures the



identity of the holders of this signature and their consent, and the authenticity of
the document that is exchanged between the Parties, so that it is against the law
any fraud, either with the consent of the owner or otherwise, despite the
reliability of the electronic signature, most of the Risk such as piracy, which
prevent the use of this signature which requires technical mechanisms, and legal
measures for the secure and protect it at the national and international level.

The proof in electronic commerce

All along the stages of the commercial operation (negotiations, conclusion,
proof....)E-commerce presents a peculiarity that is distinct from what is known
in traditional commerce. The evidence is considered as an essential link in in e-
commerce. The conclusion of commercial leases in a virtual environment,
marked by the absence of paper media that are replaced by electronic
documents, or the electronic signature substituted for the Handwritten Signature

accentuates the importance of this evidence.
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Text n°2

E-Governance

Definitions of E-Governance:

The concept of e-governance started to appear in the early 1990 among
American scholars. The prevailing ideas were —e-governmentl, —electronic
governmentl, and —people online instead of in line. In that time, there were
emergence of Internet and developments in processing capacity and data
storage. This fact has significantly altered the environment for ICT use across
society and in government. UNESCO (2005) defines e-governance as the
performance of governance via the electronic medium in order to facilitate an
efficient, speedy and transparent process of disseminating information to the
public, and other agencies, and for performing government administration
activities. E-governance is a concept larger than the concept of e-government
since it can bring about a change in the way how citizens relate to government
and to each other. Indeed, e-governance embodies new concepts of citizenship,
both in terms of citizen needs and responsibilities. Its objective is to engage,
enable and empower the citizen. Electronic Governance can be also defined as
the application of technology by government to transform itself and its

Interactions with customers, in order to create impact on the society.

The definition clearly identifies five dimensions of EGOV: government,
technology, interaction, customers and society. Under each dimension, we list a
number of defining elements like : mission, role, values, operations, services,
Institutions, inspection and enforcement under the government dimension. The
five dimensions are meant to cover the whole EGOV space but the list of

elements under each dimension is open-ended.



It has been proven from the concept of e-governance that it is a powerful means
of public service in the present era. Some of its features can be found by

observing the functioning of e-governance.

1. De-bureaucratization: Due to e-governance, the gap between the people and
the government in all the services of the government is narrowing and the

dependence of the people on the bureaucracy is also greatly reduced.
2. E-Services: Its main feature is the provision of services through the Internet.

3. International Services: through e-governance, all the essential services can
be delivered to the citizens who are living outside of their country for job

purposes or any other reasons.

4. Enhancing the right to express to the citizens: Using the means of e-
governance anyone can share their views with the government on any bill or act

or decision taken by the government.

5. Economic Development: With the introduction of e-governance, various
information like import-export, registration of companies, investment situations,
etc. are available through the internet. As a result, time is saved, procrastination

decreases, and economic dynamism increases.

6. Reduce inequality: using e-governance tools everyone can gather
information and empower themselves. In this globalized world, knowledge is
power, and means of egovernance empower us by providing relevant

information at minimal cost, effort, and time.
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Text N°: 03

Electronic contracts and consumer protection

Vast technological advancement has made the lives of human beings more
complex and this has inevitably extended to commercial transactions. The
complexity of this problem has been accelerated by the growing popularity of
standard form of contracts. In addition to the complexity of goods and services
today, enormous changes have also occurred in the way consumers acquire these
goods and services. In such a transaction, consumer has got no opportunity to
suspect the genuineness of the person he/she is dealing with online and this
places them at a greater risk of being swindled of their money by fraudsters.
Consumers are often faced with unfair terms in the form of exemption clauses
that attempt to exclude or limit the liability of trader. It is therefore essential that
the government has authority, through appropriate legislations to protect its
citizens through from unfair contract terms and other abusive market practices
by manufacturers or retailers that are only interested in reaping large profits

even at the expense of the unsuspecting consumers.

Challenges posed by electronic contracts : The advent of electronic commerce
in modern commercial transactions has posed a great challenge on the law of
sale of goods. E- Commerce allows consumers to purchase goods through

transactions that are agreed, settled and transferred in an open network



environment. As a result, there are several problems that are of concern to the

consumers which needs to be addressed are:

1. Privacy and data protection Technology has played a great role in
enhancing the capacity of internet companies to collect and analyze huge
amounts of data relating to customers who merely visit their web sites, which
raises concerns about how this data is treated. Many businesses around the
world collect a variety of information on a regular basis about their own
customer in order to understand their clients better, improve their business
processes, and target special offers. customers to register with the company
through websites by providing personal information. Another concern that
consumers suffer from invading their own information is called “identity theft”
when a thief gains access to personal information of a consumer which lets him
impersonate the consumer and starts buying whatever goods and services which
are to be billed to the consumer. Furthermore, usage of credit cards, debit cards,
and smart cards can lead to recording, tracking and selling consumer’s shopping

and banking practices.

2. Product returns and refunds: The other issue which arises in electronic
contract is the right of the consumers to cancel the product after it is ordered by
a party. Since the customer does not feel and touch the product, and
consequently when the product arrives, the customer might not be satisfied with
the product, the appearance of the product may not be as attractive as it seemed
on the screen. This may defraud the consumers and as in a electronic contract

the consumer is not provided with the right to inspect the goods.

3. Delivery of faulty goods : The other issue in electronic contract related to

the consumer when he receives faulty goods for totally wrong goods.

4. Fixation of liability : Another challenge with Electronic Contract is that it is
very ambiguous to know as to who will owe the liability in case of some dispute

arises in the manner as for delivery of dispute, late delivery etc. In electronic



contract, however, the consumer discovers the misrepresentation only when he
receives the goods or services. Further, it would be inconvenient for the
consumer to return the goods and restore the benefits. In the same way the
manufacturer or supplier of the goods and services can claim that they have
entered into the contract with the online portal for the sale of the product or
services and not have contrasted with the consumer. In United Kingdom, the
Electronic Commerce( EC Directive) Regulation 2002 deal with this complex
problem and it covers all the websitesselling goods and services online as
‘service providers’ and the liability is also imposed on these ‘service providers’
in case they does any act which goes against the interest of consumers and

violates their consumer rights.

Legal terms
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[ Text N°: 04 ]

Information Security in The Algerian Law

Information security means: to provide protection for information from the risks

that threaten it, or the barrier that prevents its misuse, by providing tools, means,

standards and measures taken to prevent information from reaching the hands of

unauthorized persons through communications, and to ensure its authenticity

and validity.

1/Information Security in the Penal Code : The Algerian legislator rectified

the legal vacuum in the field of combating cybercrime achieving information

security, especially cyber crimes under Law 15-04 containing the amendment of

the Penal Code, according to which some acts related to automatic data

processing are criminalized, and these actions are as follows:

1-

The crime of unauthorized entry: This crime is based on unauthorized
access to the information system; It has been indicated by article 394 bis
of the Algerian Penal Code, where the penalty is: imprisonment from 3
months to a year, and a fine from 50,000 to 100,000 DZA, Anyone who
fraudulently enters or remains in all or part of the automated data
processing system or tries to do so, and the penalty is doubled if that
results in the deletion or change the system’s data or sabotage the
system’s works system.

The crime of information fraud: Involves "manipulating” the data
contained in the data processing system,2 It is limited to acts of insertion,
deletion, and modification, by entering new incorrect data or amending
the last existing one list; where the legislator decided for her the penalty
of imprisonment and a fine with the possibility of doubling the penalty.

3- The crime of data seizure: This crime is the most prevalent in the

hypothetical world, as it involves designing, researching, gathering,



providing, publishing, or trading in data stored, sent or processed by an
information system, Or the possession, creation, publication, or use of
data obtained from one of the crimes stipulated in Section Four of the
Algerian Penal Code, for any purpose whatsoever. And the perpetrator is
punished with imprisonment from two months to 03 years and a fine of
1,000,000 to 5,000,000 DZD.

4/The Crime of vandalism and destruction of Data: The Algerian
legislator defined it as: "Whoever enters by Cheat Data in the automatic
processing system or Cheat removing or modifying the data contained in
Section 05 of the Penal Code". It has approved the penalty of imprisonment

and a fine for those who commit it.

5- Information fraud crime: in the Penal Code in Article 394 bis 02:
"Everyone who cheats, Designing, researching, collecting, presenting,
publishing, or commodity data stored, processed, or transmitted through the
information system. and Acknowledged the penalty of imprisonment and a

fine for the perpetrators.”

6- Crimes related to Internet activities: Stipulated in the articles of Section
Four bis of the Algerian Penal Code, especially Article 394 bis 2/2: "Acts of
possession, disclosure and publication that occur on automatic data, with the
aim of unfair competition, espionage, terrorism, incitement to immorality,
and all unlawful acts". (This is a broad term that could include any business
within the scope of this type of cybercrime). The penalty for this is:
Imprisonment and a fine in addition to a complementary penalty, which is:
Closing down sites are the subject of these crimes. And the confiscation of
the devices, programs and means used, with an increased penalty if the crime

targets national defense or the bodies and institutions subject to public law.



Moreover ; The Algerian legislature has decided to protect people from

infringing on the sanctity of their private lives, by capturing, recording or

transmitting private or secret calls or conversations, or pictures in a private

place without the permission or consent of the owner.
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[ Text N°: 05 1

Information Security in The Algerian Law ( part 2)

Information Security in the Criminal Procedures Law:

The Algerian legislator, through Article 37 of the Code of Criminal
Procedure, has given local jurisdiction to the Procurator of the Republic in
information crimes, stipulated the inspection in Article 45, paragraph 07 thereof.
And on arrest for consideration of In the crime infringing processing systems in
the text of Article 51, paragraph 06 thereof, and
the interception of correspondence, recording of votes and taking pictures in
Article 65 bis 05 to 65 bis 10, as for the investigation and trial procedures, the
same procedures of the traditional crime shall be applied to it.

C -information security in private laws: Due to the extension of the threat of
cybercrime in all areas of life, it was necessary to stipulate it even in special
laws, including:

1- Industrial property laws: The legislator has touched on the regulation of
trademark provisions in Ordinance No. 03-06 related to trademarks, by
registering the program under a trademark name for it, but the matter is related
to the protection of the name only without the content and it is a protection that
may be effective by simple and not complex copying. As for computer
information programs, the Algerian legislator explicitly excluded them from the

field of patent protection.

2- Literary property laws: With the remarkable development in the field of
communication in recent times, the means of transporting intellectual production
in various forms have developed with it. The Algerian legislature has expanded,
through Order 97-10 amended and supplemented by Order 03-05 of the list of

protected literature, as it incorporated media applications within the original



works that were expressed in database works and computer programs that enable
managed to do activity scientific, or any activity to obtain On a special result of
the information, that read with a machine. Penalties are also increased for those
who violate the rights of authors, especially authors of Informatics works.

D) Information Security in the Law on Combating Media and
Communication Technology Crimes: Law No. 09-04 was promulgated in
Algeria, Includes rules for prevention and control of crimes related to the
automatic data processing systems from crimes, and it also has a scope for
investigation. Given the confidentiality of communications, the seriousness of
potential threats, and the importance of the protected interests, the requirements
of the protection of the public order or its requirements can monitor electronic
communications, collect and record their content, and carry out inspection or
seizure Within information systems.

Electronic communications can also be monitored to prevent acts described as
crimes of terrorism, sabotage, and crimes that affect the security of the state, or
provide information about a possible attack on an information system in a
manner that threatens state institutions or national defense. And for the public
Prosecutor at the Algerian Judicial Council is authorized to grant judicial police
officers a minimum period of 6 months, which can be extended. This law
stipulated in its third chapter the procedural rules own for the inspection process
in the field of crimes related to information and communication technologies in
accordance with applicable global standards, with the possibility of resorting to
the assistance of the competent foreign authorities in order to inspect the
information systems located abroad. As well as withholding data and data,
preventing access to data on the content of the offense, and saving traffic data
according to Article 10 of Law 09-04. In addition to the obligations of Internet
service providers to prevent access to data contrary to public order, which
constitute a crime, by pulling their contents, and to establish technical

arrangements to prevent access to it according to Article 12 of Law 09-04.



Chapter five of this law also stipulates the establishment of a national

commission for the prevention and control of crimes related to information and

communication technology, which will coordinate and activate the prevention of

media crimes and assist the judicial authorities and judicial police services in

their investigations regarding crimes, on media-related crimes according to

Article 14 of the same law. And the Algerian courts have jurisdiction if the

crimes are committed outside the Algerian territory, when the perpetrators are

foreigners, and are targeting state institutions, and international judicial

assistance may be requested on the condition that sovereignty is not violated.
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